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0 1   T H E  T H R E AT

Two Algorithms Threaten Today's Cryptography

Shor’s Factoring Algorithm

Efficiently factors large numbers and solves discrete log — the exact math 

problems behind RSA and elliptic-curve encryption used in banking, 

infrastructure, and classified systems.

Grover’s Search Algorithm

Weakens symmetric encryption and hashing, effectively halving their security 

strength.

W H AT ' S  C ER T A I N

The math
is proven.

W H AT ' S  U N CE R T AI N

The timeline
to a machine
that can run it
at scale.
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0 2   T H E  R E S PO N S E

NIST Has Already Answered Part of the Problem

2016

NIST opens global

competition for

post-quantum algorithms

2024

First post-quantum

cryptography standards

finalized

2030-31

EO 14412 (June 2026) 

accelerates the federal 

target from 2035 (NSM-10)

The gap: the federal deadline just moved up five years — most U.S. states currently do not mandate PQC migration 
for its own systems.
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0 3   T H E  H I D D E N  R I S K

A Narrower Foundation Than We Had Before

Classical Cryptography

Broad
problem foundation

Decades of study across many independent hard-

problem families.

Post-Quantum Cryptography

Narrow
problem foundation

Standardized approach leans heavily on lattice-based 

problems.

The hedge: if new mathematics renders even one lattice-based problem tractable, we need alternatives already researched. That's 

exploratory R&D work — and it's what gets defunded once people assume “the problem is solved”.
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0 4   T H E  W O R K F O R C E  G A P

Two Distinct Workforce Gaps — Not One

Frontier R&D

P HD-LEVEL

• Physics, error correction, coding theory

• Device- and hardware-layer engineering

• Small but real hiring demand today

Deployment & Migration

M S-LEVEL

• Moving existing RSA/ECC systems to PQC

• Cryptographic asset inventory, re-engineering, 

testing

• Much larger near-term demand
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0 5   T H E  P I P E LI NE

Building the Pipeline: Grassroots to Frontier

K–12

Demystify quantum before 

students decide it's “too hard” 

to try

Undergraduate

Proofs, discrete math, linear 

algebra, coding theory — 

transfers regardless of which 

hardware wins

Graduate / PhD

Physics, error correction, coding 

theory — where hiring demand 

concentrates today

Frontier Jobs

Device engineering and research 

roles now opening in industry 

and national labs

NSF first asked “where's the quantum workforce” in 1994. Investment should be steady and proportionate to readiness — not 
boom-bust.
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0 6   U T A H  I N  A C T I O N

University of Utah Is Already Moving on This

New Faculty Hire in Post-Quantum 
Security

Kahlert School of Computing proposal (Soni & Kasera) to 

USHE-TRU in May 2025 for a tenure-track hire, new PQS 

courses, and a dedicated lab (declined).

Research Already Underway

Post-quantum zero-knowledge proofs for AI content provenance, 

supported by Google Research; blockchain security through the U's 

fintech lab.

Industry Partnerships

Northrop Grumman, L3Harris, Adobe, TaxBit, US Bank, Hill 

Air Force Base — defense, fintech, and tech already 

engaged.

STOC 2026 in Salt Lake City

Organized by Prof. Soni and Prof. Bhaskara — brought national 

quantum computing theory experts to Utah, with active discussion 

on workforce development.
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0 7   T H E  A SK

The Gap That Matters Isn't Technological

It's the pipeline.

CHIPS Act Semiconductors

Learning in real time how to pair R&D investment with a 

matching workforce pipeline.

Bell Labs → GPS, Lasers, MRI

A multi-decade run from foundational quantum physics to 

technologies that reshaped entire industries.

The ask: fund steady, proportionate quantum-workforce investment — state PQC migration assessments and foundational 

math/CS education pathways that pay off regardless of quantum's timeline.
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